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UPS/FedEx Delivery Failure E-mail Phishing Scam (12/2009) – (alert from www.snopes.com) Scammers send you an 
e-mail allegedly from UPS or Fed Ex. The e-mail will include a package number and state that UPS or Fed Ex was unable 

to deliver a package sent to you on such-and-such a date. The e-mail then asks you to click on a web link or open an 

attached document and print out the package invoice. When you click on the web link or open the attached document, a 

malicious computer virus is released and installed onto your computer. Before you do anything, contact UPS or Fed Ex 
directly to confirm and verify the facts and circumstances contained in the e-mail. Remember the following preventative 

tips to reduce the risk of becoming a victim of internet phishing scams: 

 
 Do not open or respond to unsolicited e-mail messages. 

 

 Do not click on or use web links embedded in e-mails from unknown senders. 

 
 Do not open attached documents in e-mails from unknown senders. 

 

 Use caution when entering personal information online. 
 

 Update anti-virus, spyware, firewall, and anti-spam software regularly. 

 
Two example UPS/Fed Ex scam e-mails actually sent to and received by Elder Consumer Protection Program’s personnel: 
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Real Example UPS/Fed Ex Scam E-mail #1 
 

 
 

Real Example UPS/Fed Ex Scam E-mail #2 
 

 

http://www.law.stetson.edu/WorkArea/linkit.aspx?LinkIdentifier=id&ItemID=9214
Redacted%20FedEx%20Scam%202.bmp

